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AttrWe ::= SEQUENCE { ^ 
type AttributeType. 
values SET OF AttributeValue 



} 



AttributeType OBJECT IDENTIFIER 
AttnbuteValue ::= ANY DEFINED BY type 

Figure 3 

ASN.1 Notation of the X.500 
Attribute data type 
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EmailAddress = SEQUENCE { / 
1.2.840.113459.1.9:1. 

"javauser@acme.com". "javauser@someisp. net" 



} 
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ContentType = SEQUENCE { 
1.2.840.113459.1.9.3, 
1.2.840.113459.1.7 2 



} 
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Attributes EmailAddress and 
ContentType using PKCS9 
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PKCS #9 Standard-deflned-attribute Classes 




PKCS9 Gateway 
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Attribute Classes and 
Hierarchy 
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Figure 7 A 

Requesting an Attribute Object 
via the PKCS9 class 
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Configuration File 

AUS990800US1 



^ Start ^ 



PKCS9 gateway 
class is loaded 
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PKCS9 gateway ctass 
reads the configuration 
file and stores 010/ 
ctass mappings 
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The program instantiates an 
attribute via the PKCS9 
gateway class 
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PKCS9 follows logic 
to return correct 
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Attribute Mapping 
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Logic of getAttrlbuteO method 
for PKCS9 
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